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Deutsch
Frage:

Die wissenschaftliche Task Force COVID-19 hat das BAG gebeten, einige Fragen zur Verwendung
der SwissCovid App in den Mindestdatensatz fiir die Ermittlung von Kontaktpersonen
aufzunehmen. Dabei hat sich die Frage gestellt, ob die bestehenden gesetzlichen Grundlagen
ausreichen, um Kontaktpersonen zusétzliche Fragen dieser Art zu stellen.

Hauptpunkte :

Im Rahmen der Bekédmpfung der Epidemie ist es aus folgenden Griinden zuldssig, Kontaktpersonen
nach der Verwendung der SwissCovid App zu befragen:

L. Anonymisierte Daten konnen ohne weiteres erhoben und bearbeitet werden. Soweit bei der
Befragung iiber die Nutzung der SwissCovid App allerdings Personendaten erhoben und bearbeitet
werden, liegt ein Eingriff in das Grundrecht auf informationelle Selbstbestimmung dar (Art. 13
Abs. 2 der Schweizerischen Bundesverfassung). Ein solcher Eingriff ist nur zuléssig, wenn er auf
einer hinreichenden gesetzlichen Grundlage beruht, im 6ffentlichen Interesse liegt und
verhiltnisméssig ist (Art. 36 BV).

2. Im vorliegenden Fall sind weder das Vorliegen eines gewichtigen 6ffentlichen Interesses
noch die Verhéltnisméssigkeit, sondern nur die gesetzliche Grundlage umstritten. Schwerwiegende
Einschrankungen von Grundrechten miissen im Gesetz selbst , dh. in einem vom Parlament
verabschiedeten Erlass, vorgesehen sein (Art. 36 Abs. 1 BV). Bei geringfiigigen
Grundrechtseinschrinkungen geniigen auch andere gesetzliche Grundlagen, z.B. Verordnungen der
Regierung. Dariiber hinaus konnen geringfiigige Einschrankungen des Rechts auf informationelle
Selbstbestimmung auch auf einer indirekten gesetzlichen Grundlage beruhen. Verpflichtet das
Gesetz den Staat zur Erfiillung einer bestimmten Aufgabe, so erméichtigt es ihn indirekt auch dazu,
jene Personendaten zu erheben, die fiir die Erfiillung dieser Aufgabe erforderlich sind.

3. Die Erhebung und Bearbeitung von Daten zur Verwendung der SwissCovid App stellt
keinen schwerwiegenden Eingriff in das Recht auf informationelle Selbstbestimmung dar, da es
dabei nicht um besonders schiitzenswerte Personendaten geht. Die Datenbearbeitung erfordert
deshalb keine ausdriickliche Grundlage in einem vom Parlament erlassenen Gesetz (Gesetz im
formellen Sinn). Vielmehr kann sie sich auch auf eine Verordnung oder auf eine indirekte
gesetzliche Grundlage stiitzen.
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4. Sowohl das Epidemiengesetz als auch die Verordnung zur Einfiihrung des SwissCovidApp
konnen als indirekte gesetzliche Grundlage fiir die Erhebung von Daten iiber die Nutzung des
Programms dienen. Da die SwissCovid App ein tragendes Element in der Strategie zur
Bekédmpfung und Préavention ist, sind Informationen iiber die Verwendung und Effizienz der App
wichtig, um daraus Erkenntnisse abzuleiten, wie die Tracing-Strategie optimiert werden kann. Die
Sammlung solcher Daten dient zwar nicht unmittelbar dazu, die Auswirkungen von
Infektionskrankheiten zu analysieren. Es handelt sich somit nicht um gesundheitsspezifische Daten.
Erkenntnisse iiber die Verbesserung der Tracing-Strategie fliessen jedoch in die
Priaventionsbekdmpfung ein. Gleichzeitig konnen sie auch Grundlage sein, um geeignetere
gesundheitspolizeiliche Mittel in Bezug auf die Tracing-Strategie zu erlassen. Die Erhebung und
Sammlung von Daten iiber die Nutzung des Programms ist deshalb in indirekter Weise durch das
EpG als auch die Verordnung zur Einfilhrung des SwissCovidApp gedeckt.

5. Die Datenbearbeitung ist dariiber hinaus auch deshalb zuldssig, weil keine gesetzliche
Grundlage erforderlich ist, wenn die betroffene Person in die Erhebung und Verwendung der Daten
einwilligt. Geht es - wie vorliegend - nicht um besonders schiitzenswerte Personendaten, vermag
die Zustimmung der betroffenen Person die gesetzliche Grundlage zu ersetzen. Wird auf die
Rechtfertigung der Zustimmung abgestellt, muss bei der Befragung klar darauf hingewiesen
werden, dass die Person die Fragen zur Verwendung der Swiss Covid App freiwillig beantwortet.
Lisst eine Person die Fragen unbeantwortet, darf ihr daraus kein Nachteil erwachsen.

6. Da es sich bei der Evaluation der SwissCovid App nicht um Forschung handelt, kommt das
Humanforschungsgesetz (HFG) nicht zur Anwendung. Die Nichtanwendbarkeit des HFG ergibt
sich auch daraus, dass die Antworten auf die Fragen zur Verwendung der App keinen Aufschluss
iiber Krankheiten oder den Aufbau und die Funktion des menschlichen Korpers geben. Sollten die
erhobenen Daten spéter zu Forschungszwecken verwendet werden, so wiren zu diesem Zeitpunkt
die Anwendbarkeit des HFG zu priifen und gegebenenfalls die erforderlichen Bewilligungen
einzuholen.

Francais
Question:

La Task Force scientifique COVID-19 a demandé a I'OFSP d'inclure quelques questions
supplémentaires sur 'utilisation de SwissCovid App dans I'ensemble minimal de données pour la
recherche des contacts. Les bases légales sont-elles suffisantes pour ce faire?

Points clés :

La collecte de ces données est licite dans le cadre des mesures anti-pandémie, pour les raisons
suivantes :

1. Les données anonymes peuvent étre récoltées sans que cela ne souléve de probléemes
légaux. La collecte et le traitement des données personnelles relatives a l'utilisation de 1'application
SwissCovid constituent une restriction au droit fondamental a I'autodétermination informationnelle
(art. 13 al. 2 de la Constitution fédérale suisse). Une telle restriction n’est justifié que sous
condition qu’elle est fondée sur une base 1égale et proportionnée au but visé (art. 36 de la
Constitution).

2. En I’occurrence, ni I’intérét public ni la respect de la proportionalité ne sont controversés,
la discussion porte uniquement sur la base 1égale. Les restrictions graves aux droits fondamentaux
doivent étre prévues dans une loi formelle, i.e. une norme adoptée par un parlement. Pour les
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restrictions mineures des droits fondamentaux, toute base juridique (par exemple une ordonnance)
est suffisante. En outre, les restrictions mineures au droit a I'autodétermination informationnelle
peuvent également &tre fondées sur une base juridique indirecte. Dans ce cas, une base juridique
clarifiant une tiche spécifique de 1'Etat sert également de base juridique pour le traitement des
données nécessaires a 1'accomplissement de cette tache.

3. La collecte et le traitement de données liées a l'utilisation et a I'efficacité de l'application
SwissCovid ne constituent pas une restriction grave de l'autodétermination informationnelle d'une
personne, car ils ne nécessitent pas le traitement de données personnelles sensibles. Par conséquent,
elle n'a pas besoin d'un acte formel comme base juridique, mais peut étre réglementée par une
ordonnance. Le traitement des données peut également reposer sur une base juridique indirecte.

4. La loi sur les épidémies et I'ordonnance introduisant le SwissCovidApp peuvent toutes
deux servir de base juridique indirecte pour la collecte de données liées a I'utilisation de
l'application. Comme l'application SwissCovid est un élément de soutien dans la stratégie de lutte et
de prévention, les informations sur l'utilisation et l'efficacité de I'application sont importantes afin
de déduire de ces informations comment la stratégie de tracage peut étre optimisée. La collecte de
ces données ne sert pas directement a analyser les effets des maladies infectieuses. Il ne s'agit donc
pas de données de santé. Toutefois, les conclusions sur la manicre d'améliorer la stratégie de
tragage sont intégrées dans la lutte contre la prévention. Elles peuvent également servir de base a
l'adoption de mesures politique sanitaire plus appropriées en ce qui concerne la stratégie de tragage.
La collecte et la compilation de données sur 'utilisation du programme sont donc indirectement
couvertes par la loi sur les épidémies et I'ordonnance introduisant la SwissCovidApp.

5. En outre, aucune base juridique n'est nécessaire si la personne concernée consent a la
collecte et a I'utilisation des données. Tant que le questionnaire portant sur des données non
sensibles indique clairement que la personne n'est pas obligée de répondre aux questions et que les
réponses seront utilisées pour la recherche, toutes les considérations sur la base juridique sont donc
vaines : dans ce cas, le consentement de la personne qui partage librement des données non
sensibles remplace la loi.

6. Comme l'évaluation de I'application SwissCovid n'est pas de la recherche, la loi sur la recherche
sur I'homme (LRH) ne s'applique pas. La non-applicabilité de la LRH résulte également du fait que
les réponses aux questions sur l'utilisation de I'application ne fournissent pas d'informations sur les
maladies ou la structure et la fonction du corps humain. Si les données collectées devaient étre
utilisées ultérieurement a des fins de recherche, 1'applicabilité de la LRH devrait étre examinée a ce
moment-1a et, le cas échéant, les autorisations nécessaires devraient étre obtenues.

Summary of request/problem:
The Swiss National COVID-19 Science Task Force has made a request to the FOPH to include
some additional questions on the use of the SwissCovid App into the minimal data set for contact

tracing. The Task Force proposes to add the following questions:

For persons who are identified or self-identify as contacts:

Are you using the SwissCovid App?  Yes/No/No Answer
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If above is answered with yes:

Date of SwissCovid app exposure notification (if any)

Did you call the SwissCovid Infoline upon notification? Yes/No
Date when the Infoline call was made

For persons with positive SARS-CoV-2 tests:

Are you using the SwissCovid App?  Yes/No/No Answer

If above is answered with yes:

Did you upload the CovidCode to the app? Yes/No/No Answer

If yes: Date of upload of CovidCode (CovidCode is the ID issued by the cantonal physician upon
positive test)

Date of earlier SwissCovid app exposure notification (if any)

Did you call the SwissCovid Infoline upon notification? Yes/No

Date when the Infoline call was made

The FOPH made an internal legal assessment of the request to include these questions into the
minimal essential data to be collected by contact tracing and came to the conclusion that there is
not a sufficient legal basis that would allow the collection of such data.

Executive summary
Key Points:
Collecting these data is allowed in the context of anti-pandemic measures, for the following reasons:

1. The collection of anonymous data does not raise legal concerns. The collection and
processing of personal data relating to the use of the SwissCovid App
constitutes a restrictionon the fundamental right to informational self-
determination (Art. 13 para. 2 Swiss Federal Constitution). Such a restriction is
only justified if based on a legal basis and a public interest and when it is
proportionate (Art. 36 Constitution).

2. Serious restrictions on fundamental rights must be provided for in a formal law, i.e.
be adopted by a parliament. For minor restrictions on fundamental rights, any legal
basis (e.g. an Ordinance) is sufficient. In addition, minor restrictions on the right
to informational self-determination can also be based on an indirect legal basis.
In such cases, a legal basis clarifying a specific state task also serves as a legal basis
for the data processing necessary to fulfil the task.

3. The collection and processing of data related to the use and efficiency of the
SwissCovid App does not constitute a serious restriction of a person's
informational self-determination, as it does not require the processing of sensitive
personal data. Therefore, it does not need a formal enactment as a legal basis, but
can be regulated in an Ordinance. The data processing can also be based on an
indirect legal basis.

4. The Epidemics Act and the Ordinance introducing the SwissCovidApp can both
serve as an indirect legal basis for the collection of data related to the use of the
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App. As the SwissCovid App is a supporting element in the strategy for control and
prevention, information on the use and efficiency of the App is important in order to
derive conclusions on how to optimise the tracing strategy. The collection of such
data does not directly serve to analyse the effects of infectious diseases. It is therefore
not health-specific data. However, findings on how to improve the tracing strategy
are incorporated into the fight the pandemic. At the same time, they can also form
the basis for adopting more appropriate health policy measures in relation to the
tracing strategy. The collection and compilation of data on the use of the programme
is therefore indirectly covered by the Epidemics Act and the ordinance introducing
the SwissCovidApp.

5. In addition, no legal basis is necessary if the subject of data consents to the collection
and use of the data. As long as the questionnaire asking about non-sensitive data
clearly states that the person is not obliged to answer the questions and that answers
will be used for research, all considerations about the legal basis are therefore vain:
In such a case, the consent of the person freely sharing non-sensitive data
replaces the law.

6. As the evaluation of the SwissCovid App is not research, the Human Research
Act (HRA) does not apply. The non-applicability of the HRA also results from the
fact that the answers to the questions about the use of the App do not provide any
information about diseases or the structure and function of the human body. Should
the data collected subsequently be used for research purposes, the applicability of
the HRA would have to be examined at that time and, if necessary, the necessary
approvals would have to be obtained.

Collecting and Processing Data related to the Use of the SwissCovid App

In response to the request of the task force, the issues of the legal basis for such questions
was raised. This policy brief aims at answering this question.

Unfortunately, the issue is complex, as are almost all issues relating to data protection. The
complexity begins with the question of the applicable law. When federal authorities collect
data, they are subject to the Federal Data Protection Act (DPA). When cantonal authorities
act, they are subject to the data protection law of their respective canton. This is also the case
if cantonal authorities do not enforce their own cantonal law but implement federal law (and
act "on the orders" of the Confederation). If the Confederation lays down reporting
obligations which the cantons implement, both laws are applicable: the DPA for the
Confederation and the Data Protection Act for the canton acting in each case. However, the
consequences are less drastic than they appear: cantonal data protection laws are largely
identical to the federal DPA. For that reason, we will only refer to the legal requirements laid
out in the DPA.

In addition to the general data protection laws, specific laws also apply, in this case mainly
the Epidemics Act and, under certain circumstances, cantonal health legislation. These laws
concretize and supplement the general principles of data processing for their area and often
provide legal bases for individual data processing operations.
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If data is processed anonymously, there is no interference with the right to privacy and the
Data Protection Act does not apply.

Considerations under general data protection law — the legal basis for processing data
related to the SwissCovid App

Federal (and cantonal) collection and processing of personal data require a legal basis. How
specific this must be (how precisely the law defines the envisaged data processing) depends
on the circumstances, especially on the potential risk associated with data collection.

For minor interference, any legal basis (e.g. an Ordinance) is sufficient. Serious restrictions
on the fundamental right to informational self-determination must be provided for in the law
itself (this can be a federal law or a cantonal law). Serious encroachment occurs when data
requiring special protection is collected or processed (e.g. data concerning health) or when
data processing allows for the creation of personality profiles on the basis of data related to
individuals.

According to the DPA, the following personal data are sensitive and require special
protection: data on religious, ideological, political or trade union-related views or activities;
health, the intimate sphere or the racial origin; social security measures; administrative or
criminal proceedings and sanctions (Art. 3 lit. ¢ DPA). Data are sensitive when they fall
under this definition, not when a person or authority considers an information as sensitive.
Data concerning the use of the Swiss Covid App are not sensitive; hence, their collection
only constitutes a minor interference with the right to privacy. The use or non use of the App
or the fact that a person has or has not received a notification gives no information about the
person's health; in all situations, the person can be infected with SARS-CoV-2 or healthy.
The fact that a person has received a notification and has not called the infoline is not a
sensitive information either. As the use of the App is purely voluntarily, the decision not to
call the infoline does not stigmatize a person (and hence cannot be compared to date on social
security measures or criminal proceedings). At the same time, these data are eminently
important to assess the App and to better understand its potential to support contact tracing.

The question of whether or not a person uses the SwissCovid App (and how) does not
constitute a serious restriction on the informational self-determination of a person.
1t is not about the processing of data concerning the health of the person. Any legal
norm, including ordinances, can thus serve as a legal basis.

In its dispatch on the Data Protection Act, the Federal Council took the view that the
requirements regarding the legal basis should not be too strict (Dispatch DSG, BBI1 1988 11
413,467). In the area of simple data processing (as long as it does not involve the processing
of sensitive data), it is sufficient that the data processing has a clear factual connection with
the task of a federal authority (this then already constitutes a sufficient indirect legal basis).
In the case of an indirect legal basis, the law defines the task and thus also permits the simple
data processing that is necessary to fulfil the task (BELSER/NOUREDDINE, 2011).

Regarding information on the use of the SwissCovid App, the authority collecting the
data is fulfilling tasks which are defined in the Epidemics Act (see below). Hence, the
Epidemics Act can serve as an indirect legal basis.
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Another line of argument consists of referring to the Ordinance allowing the use of
the «Swiss Proximity-Tracing Systemy». The App was first introduced as a pilot
project and is now based on the Ordinance on the Proximity Tracing System for the
Sars-CoV-2 coronavirus which entered into force on 25 June 2020 and will apply
until 30 June 2022. Even though the Ordinance (PTSO) does not regulate the
collection and processing of data related to the use and efficiency of the SwissCovid
App in an explicit manner, there is a clear factual connection to data processing (see
below). The Ordinance thus constitutes an alternative indirect legal basis which is
also sufficient.

It follows from the above, that questions related to the use of SwissCovidApp can be raised
based on an indirect legal basis.

Even if these indirect legal bases did not exist, it would still be possible to ask questions
related to the use of the App. This is due to the fact that in exceptional cases, personal data
(even particularly sensitive data and personality profiles - but a fortiori all other personal
data) may be processed without any legal basis. This is the case in three situations (Art. 17
para. 2 Data Protection Act):

a) if the data processing is essential for a task clearly defined in a formal law (a
formal enactment);

In this case, the task is provided for in a formal enactment (in the Epidemics Act).
The purpose of this law is to prevent and combat the outbreak and spread of
communicable diseases (Art. 2 para. 1 Epidemics Act). It also provides for
measures that allow to monitor communicable diseases and provide "basic
knowledge about their spread and development”, as well as measures that are
intended to induce individuals, certain groups of persons and institutions to
"contribute to the prevention and control of communicable diseases" (Art. 2 para.
2 lit. a and lit. ¢ Epidemics Act). It thus seems obvious that the data on the use of
SwissCovidApp is covered by the tasks of the Epidemics Act. More difficult to
answer is the question whether it is also "essential". However, it should be noted,
that the requirements for the definition of the tasks are less strict if — as in the
present case — less sensitive data are involved. In this case, the essentiality or
indispensability of the data collection is not required (WALDMANN 2011),

Under these circumstances, it can be assumed that the Epidemics Act permits the
collection of data if it serves the purposes of the Act and the data concerned are
not particularly sensitive. This means that the present data processing is also
lawful under the Data Protection Act.

Alternatively, the Ordinance on the Proximity Tracing System for the Sars-CoV-
2 coronavirus allowing the use of the «Swiss Proximity-Tracing System» during
the pandemic crisis and latest until 30" of June 2022 can also serve as an indirect
legal basis.

b)  if the Federal Council authorises processing in an individual case because the
rights of the data subject are not endangered; or

Without further ado, it would be possible for the Federal Council to authorise
data processing in individual cases if this did not endanger the rights of the data
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subjects, which can be excluded in the present case. The purpose of the exception
is precisely to allow data processing for short-term needs. (WALDMANN, 2011)

c) the data subject has given his or her consent in an individual case or made his
or her data generally accessible and has not expressly prohibited its processing.

A legal basis is not required if the data subject has given his or her consent to the
data processing. This requires that consent is given voluntarily and informed and
that the institution processing the data informs the data subjects in a timely and
comprehensive manner about the intended processing of the data. This
information would have to be included on the questionnaire.

Consent is not bound by any form: It may be given in writing, orally or by implicit
behavior. In the case of sensitive data requiring special protection, the authorities
must not take consent lightly. In the present case, however, such data is not at
issue. It is reasonable to presume that a person gives his or her implied consent
to data processing (concerning non-sensitive data) if he or she answers yes or no
to a question that he or she could just as well not answer. As the question is to be
raised in the following manner “Are you using the SwissCovid App: Yes/No/No
Answer” answering the question is implicitly consenting to sharing this data.

Consent could even more easily be used as a replacement for a legal basis, if the
contentious questions would be preceded by an introductory remark. This remark
would have to inform the data subjects concerned that the questions do not need
to be answered and that any answers would be used for the purpose of evaluating
the app.

Further considerations — other provision that might constitute a legal basis for
processing data related to the SwissCovid App

The Epidemics Act provides for the exchange of research results, expertise and information
between the competent federal and cantonal authorities (Art. 10 Epidemics Act). However,
this provision only concerns the exchange, but not the collection of data.

However, the provisions on reporting obligations must also be considered. According to
these provisions, the Federal Council may stipulate the obligation to "report on prevention
and control measures and their effects" (Art. 12 Epidemics Act).

The SwissCovid App is one of the measures used by the Confederation to prevent and
combat the pandemic (to support traditional contact tracing). It could therefore
easily provide for its effects to be determined and the relevant information to be
reported.

According to the Epidemics Act, the Federal Council is in any case responsible for defining
"observations of communicable diseases that must be reported, the reporting channels,
reporting criteria and reporting deadlines" (Art. 13 Epidemics Act).

The Federal Council could easily determine that the question of whether and how the
SwissCovid App has been used is to be considered as a notifiable observation under Art. 13
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Epidemics Act. Finally, the FOPH could conclude agreements "for epidemiological
surveillance and research purposes" with cantonal physicians, as well as with doctors,
laboratories, hospitals and other health care institutions, which provide that observations that
are not subject to the reporting obligation must be reported to a body designated by the
FOPH. These reports must be anonymised (Art. 14 of the Epidemics Act). In this case, only
the total number of people who used the app would have to be reported, but not their identity.

However, even under the Epidemics Act, it is questionable whether an amendment to the
reporting obligations by the Federal Council or agreements with the FOPH is even
necessary. The competent authorities are responsible for carrying out the necessary
epidemiological investigations, and in particular for clarifying "the nature, cause, source of
infection and spread of an identified or suspected disease" (Art. 15 of the Epidemics Act).
In order to clarify the sources of infection and its spread, it is undoubtedly useful to
examine the use of the App and its effectiveness.

Such voluntary data collection is also consistent with the National Advisory Commission
on Biomedical Ethics’ position paper on Digital contact tracing, which states that “From
the outset, the implementation of the measure is to be evaluated in depth with regard to
effectiveness, subsidiarity and proportionality.” (National Advisory Commission on
Biomedical Ethics, 2020).

When collecting data regarding the use of the SwissCovid App, the Human Research Act
(HRA) does not apply. This for the following reasons, as outlined in the annexe:

a. Collecting these data does not constitute research.

b. Even if it did, collecting data on the use of the SwissCovid App would not constitute
research with human participants in the sense of the HRA.

c. Information on the use of the SwissCovid App does not constitute health-related
information.

d. The constitutional basis of the HRA does not allow a broad interpretation of «research»
in this case.

Once these data are collected, it is of course possible that they could be used for research
purposes. In such a case, the HRA could apply and ethics review would therefore have to
be obtained from the appropriate Ethics Review Commission.

Unresolved issues
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